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ABSTRACT

Cloud storage is crucial for modern computing, offering convenient data access from anywhere with
internet connectivity. Traditional cloud storage is centralized, posing risks of single points of failure,
data breaches, and privacy concerns, as users must trust service providers for data protection. This has
driven the demand for decentralized secure cloud storage. Blockchain-based storage solutions offer a
promising approach, ensuring data integrity, privacy, and availability by distributing data across
multiple nodes in a network. Leveraging blockchain's immutable ledger, the system verifies data
authenticity and employs smart contracts for secure access and management. This research introduces
a decentralized secure cloud storage system using blockchain, representing a significant shift in data
storage and management. By distributing data across nodes, it eliminates risks associated with
centralization. Smart contracts enforce access controls and encryption, enhancing security and privacy.
Users gain greater ownership and control over their data through key access management, supporting
data sovereignty by adhering to jurisdictional laws and regulations. This proposed system has the
potential to revolutionize data storage practices, offering a secure and privacy-focused alternative to
traditional centralized cloud services.

Keywords: Decentralized Storage, Blockchain, Data Integrity, Smart Contracts, Data Sovereignty,
Cloud Security.

1. INTRODUCTION

Information has become the most important asset for anybody because to the expanding sectors of
information technology, the Internet of Things, and the digitization of all businesses, organisational
activity, and initiatives. The most powerful thing in the world today is data. Given the volume of data
and its continual growth, it's crucial to arrange its storage to make it both secure and easily accessible.
Databases are being employed as a data warehouse for this purpose.Due to the value of data and the
lack of available storage, databases are replicated, distributed, and backed up in various methods. Data
is stored by individuals in the cloud services offered by various private businesses. To store their data,
organisations build up their data centres all over the world. Data is dispersed and replicated to various
servers located in various locations for security and bandwidth reasons. This appears to offer a practical
answer for the handling of data that is accumulating quickly.The rise in demand for storage, where the
data can be easily accessible from anywhere and at any time, has led to the increasing popularity of
Cloud Storage systems. The Cloud storage implementes a central repository. This storage is vulnerable
to cyber-attacks, once an attacker gains access to the system complete confidential information is under
breach. If a file gets modified there is no way of getting hands on the original data.

2. LITERATURE SURVEY

With the explosive growth of data, the security and efficiency of storage become especially important,
and blockchain technology [1,2,3,4,5,] provides a new way of thinking for data storage methods.
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Currently, research related to blockchain applications in storage is in the nascent stage [6], and
decentralized storage research on the protection of storage resources usually stops at the level of "key
encryption" protection, which leaves resources exposed to threats for a long time. For example,
resources remain vulnerable if encryption keys are exposed or if malicious nodes do not remove their
fragments in response to the owner’s request. Moreover, there is not much research on the availability
of stored files to capture the probability of losing resources after they are uploaded to the network. With
the exploration and practice of scholars [7], the application of blockchain technology to the field of data
storage mainly includes two approaches: Data is written directly to the block, the block header contains
the hash, random value, and data hash of the previous block, and the block body is loaded with the data
to be saved. After the block is verified by consensus, it can be synchronized to all nodes on the chain,
which ensures the data’s immutability, but this approach requires saving the same data on all nodes,
which is more redundant and causes waste of storage resources if the data is too large, and also the data
synchronization speed becomes slower. This approach is only applicable to scenarios where the amount
of data is small and important, such as information traceability [8]. Data is not written directly to the
block, but the file summary hash, file location, and other information are written to the block, the real
data is stored in the file system, and the integrity of the file data can be verified through the calculation
of the hash function. Combining the blockchain with the file storage system, the blockchain manages
files through smart contracts to reach a series of operations about file uploading and downloading. This
approach is universal, not bound to the size and importance of files, and can be applied to most scenarios
about storage [9,10]. In terms of integrity verification of stored data, the literature [11] proposes a
blockchain-based scheme for verifying data integrity by using the Merkle tree structure in the
blockchain to store metadata of data, but no protection scheme is proposed for the privacy of file data.
The main differences between the proposed method and the existing decentralized storage framework
include: the traditional distributed storage system cannot solve the problem of mutual trust between
joint nodes, whereas blockchain technology can solve this problem well and is the most successful
decentralized system at present; compared with the existing blockchain-based distributed storage
system, the proposed method does not directly store the file content but only saves the hash value of the
corresponding file, and the specific file content can be retrieved in IPFS according to the hash value,
which solves the problem that blockchain cannot save large files.

3. PROPOSED METHDOLOGY

Dataset Selection: The first step in our research involves the careful selection of a dataset. This dataset
should be representative of the types of data commonly stored in cloud storage systems. It may include
various file formats, sizes, and structures to ensure the robustness of our proposed solution.

Data Preprocessing: Once the dataset is chosen, data preprocessing is undertaken to clean and organize
the data. This step involves handling missing values, standardizing formats, and addressing any outliers
or anomalies in the dataset. Preprocessing ensures that the subsequent analysis is based on high-quality,
reliable data.

Data Splitting: To evaluate the performance of our decentralized secure cloud storage system, we need
to divide the dataset into training and testing sets. The training set is used to train our model, while the
testing set serves as an independent dataset to assess the system's performance. This step is crucial for
unbiased evaluation and to simulate real-world scenarios.

Performance Evaluation: With the dataset split, the next phase involves the actual implementation of
our decentralized secure cloud storage system using blockchain technology. During this
implementation, we carefully monitor and evaluate the system's performance. Metrics such as data
retrieval speed, security measures, and overall system efficiency are assessed to ensure that the proposed
solution meets the desired objectives.
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Prediction from Test Data: After successful implementation and performance evaluation, the system
is put to the test using the independent testing dataset. This step involves predicting outcomes based on
the testing data and comparing these predictions with the actual results. The accuracy and reliability of
the predictions serve as key indicators of the system's effectiveness in real-world scenarios.
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Figure 1: Block Diagram of Proposed System.
Ethereum

Ethereum is a decentralized blockchain platform that allows developers to build decentralized
applications (Apps) and execute smart contracts. It was launched in 2015 by Vitalik Buterin and quickly
became one of the most popular blockchain platforms in the world, second only to Bitcoin in terms of
market capitalization.

Ethereum’s main innovation is the ability to create smart contracts, which are self-executing contracts
with the terms of the agreement between buyer and seller being directly written into lines of code. These
smart contracts are executed on the Ethereum Virtual Machine (EVM), which is a decentralized, Turing-
complete virtual machine that runs on the Ethereum network.

The Ethereum network also has its own cryptocurrency called Ether (ETH), which is used to pay for
transaction fees and computational services on the network. ETH is also used as a store of value and
traded on cryptocurrency exchanges.

Advantages of Ethereum

Ethereum provides several advantages over other blockchain platforms and traditional systems. Here
are some of the main advantages of Ethereum:

Smart Contracts: Ethereum's main innovation is the ability to create smart contracts, which are self-
executing contracts with the terms of the agreement between buyer and seller being directly written into
lines of code. This allows for secure and automated execution of complex agreements without the need
for intermediaries or third parties.

Decentralization: Ethereum is a decentralized platform, which means that it is not controlled by any
single entity or organization. This provides a level of trust and transparency, as there is no single point
of failure or vulnerability.

Interoperability: Ethereum's blockchain is open-source and allows for interoperability with other
blockchain platforms, making it easier to integrate with existing systems and applications.
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Programmable: Ethereum's blockchain is programmable, which means that developers can create
custom applications and smart contracts that meet their specific needs. This allows for more flexibility
and customization than traditional systems.

Security: Ethereum's blockchain is secured through cryptographic algorithms and consensus
mechanisms, making it resistant to hacking and fraud. Additionally, smart contracts on the platform are
auditable and transparent, which helps to reduce the risk of fraud and corruption.

Tokenization: Ethereum enables the creation and exchange of tokens, which can represent assets,
securities, or other digital assets. This makes it possible to create new business models and revenue
streams that were previously not possible.

Blockchain

Blockchain is a decentralized, digital ledger technology that is used to record and store data in a secure
and transparent manner. It is a distributed ledger, meaning that it is maintained by a network of
computers, rather than being controlled by a single entity. Each block in the chain contains a set of
transactions, and once a block is added to the chain, it cannot be altered or deleted. This makes
blockchain an immutable and tamper-resistant technology that is particularly well-suited for storing and
transmitting sensitive data.

Blockchain technology is perhaps best known for its use in cryptocurrencies like Bitcoin and Ethereum,
but it has a wide range of other potential applications as well. These include supply chain management,
identity verification, voting systems, and more. The decentralized nature of blockchain means that it
has the potential to disrupt a variety of industries and business models by enabling trust and
transparency in transactions and data exchange.

Concepts

There are several key concepts that are important to understand when it comes to blockchain
technology:

Decentralization: Blockchain is a decentralized technology, meaning that it is not controlled by any
single entity, but rather maintained by a network of participants. This increases transparency, security,
and resilience.

Distributed ledger: Blockchain technology uses a distributed ledger to record and store data. Each block
in the chain contains a set of transactions, and once a block is added to the chain, it cannot be altered or
deleted.

Cryptography: Blockchain technology uses advanced cryptographic algorithms to secure transactions
and data exchange, making it highly resistant to hacking and cyber-attacks.

Consensus mechanism: In a blockchain network, participants must agree on the validity of transactions
before they are recorded on the blockchain. Different blockchain networks use different consensus
mechanisms to achieve this, such as Proof of Work or Proof of Stake.

Smart contracts: Smart contracts are self-executing contracts with the terms of the agreement directly
written into code. They can be used to automate complex transactions and ensure that all parties
involved in a transaction adhere to the terms of the contract.

Tokenization: Blockchain technology enables the creation of digital tokens that can be used to represent
a variety of assets, such as currencies, commodities, or even real estate.
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4. RESULTS AND DISCUSSION

>

New User Signup Screen

Pogeme

In above figure user is entering signup details and then press button to save client user data in
Blockchain and get below output

User Login Screen

TRy -
—
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In above figure user is login and after login will get below page

e

In above figure selecting and uploading file and then click on ‘Open’ and ‘Submit’ button to divide
file into blocks and then encrypt each block and then save at different IPFS nodes and Blockchain and

get below output
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In above figure same file is divided into 11 blocks and we can see name of uploader, filename, chunk
(block name), encrypted data and its hash code address of file stored in IPFS and Blockchain. Similarly
you can upload other files and while uploading you need to upload small files as big files will take lots
of time for encryption. Now click on ‘View Blocks’ link to get below page
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In above figure for each file user can see name of file and its block name and stored address of those
blocks in hash code format. Now click on ‘Download File’ link to get below figure
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In above figure user can see list of uploaded files and then click on ‘Click Here’ link to download the
file
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In above figure in browser status bar we can see file is downloading and similarly you can upload and
download any type of file. After downloading you can see file in encrypted format.

In Ganache also we can see Decentralized Smart Contract deployed like below figure
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5. CONCLUSION

The research presented explores the development of a decentralized secure cloud storage system
utilizing blockchain technology. This innovative approach addresses the inherent vulnerabilities of
traditional centralized cloud storage systems, such as single points of failure, data breaches, and privacy
concerns. By leveraging blockchain's decentralized and immutable ledger, the proposed system ensures
data integrity, privacy, and availability through distributed data storage across multiple nodes.
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